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AyteHntuduxanms

besonacHocTs nH(popMaun

l'ocynapcTBeHHas
nH(pOpMaAIIMOHHAS CUCTEMA

Hoctyn k uadopmanmu
JocTynHoCTh

3ammta uHpOpMaIuu
OT HECAaHKIIMOHUPOBAHHOTO
JocTyna

3amuniaemas uHpopManus

Wnentudukarnuys

HNudopmarmonnas cucrema

NudopmarmoHHbie pecypchl

WudopmanmonHble
TEXHOJIOTUH

WNudopmanus

Kontponupyemas 30Ha

KonduaeHunaabsHOCTh

O06paboTka nepcoHaTbHBIX
JTAHHBIX

TEPMHMHDLI U OITPEJEJEHUSA

JleiicTBUS 1O TPOBEpPKE MOMJIUHHOCTH CYObEKTa JOCTyIa
B MH(OPMAITMOHHON crcTeMe
CocTosiHue  3alIMIIEHHOCTH
oOecrieueHbl  €e
U 1IEJIOCTHOCTD
WudopmarimonHas cucremMa, co3jilaBaeMasi B IEJIAX pealli3aiiu
MOJTHOMOYHI roCy/1apCTBEHHBIX OpTraHoB
u obecrieueHuss oOMeHa WHpOpPMAHEH MEXAY JTHMH
OpraHaMH, a TaKXe B MHBIX YCTAaHOBIICHHBIX (elepaTbHBIMU
3aKOHAMHU IeJIsX

Bo3MoxHOCTS TOTyYeHHUS HHPOPMAIH U €€ UCTIOIb30BaHUS
CocrossHue wuH(pOpMAIMH, XapaKTEpU3yeMoe CIIOCOOHOCTHIO
TEXHUYECKUX CPEICTB M UH(GOPMAIMOHHBIX TEXHOJOTHM
o0ecrieunBaTh OECHPENATCTBEHHBIM MOCTYNn K WH(opManuu
CyOBEKTOB, UMEIOIIUX HA TO TTOTHOMOYHS

3amuTta MH(QOpPMAaLMM, HAmNpaBieHHas Ha MPEIOTBpPALICHHE
MONy4YeHUs 3alluIiaeMoi MH(OpMallUK 3auHTEPECOBAaHHBIMU
CyOBEKTaMU C HAPYIICHUEM YCTAHOBIIEHHBIX HOPMATHUBHBIMH
U TPABOBBIMH JIOKYMEHTaMH (aKTaMH) WU 00JagaTelIsIMu
uH(pOpMaIMU TpaB WM TPABWI pa3rpaHUYCHUS JOCTYIa
K 3allMInaeMoi nHdopmaruu

uH(popMaluu,
KOH(HJICHIIMATBHOCTb,

IIpU KOTOPOM
JOCTYIHOCTh

Wndopmanusi, sBAAOWIASACS MPEIMETOM  COOCTBEHHOCTHU
U MOjJIeXKalas 3aliuTe B COOTBETCTBUM C TpeOOBaHUSIMU
IIPABOBBIX JIOKYMEHTOB WIH TpeOOBaHUSAMH,

yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM HMH(OpMaIuu
[TpucBoenue cyObekTaM U 00bEKTaM AOCTYIa UIeHTU(UKATOpa
U (UIM) CcpaBHEHHE NPEIbABISEMOrO HJAEHTH(HUKATOpa
C TepeyHeM PUCBOCHHBIX UICHTH()HUKATOPOB

COBOKYMHOCTh cojiepskaleiicss B 6a3zax JAaHHBIX MH(DOpMALIUU
u obecrieunBaronMx ee  00paboTKy  MH(OPMALMOHHBIX
TEXHOJIOTHH U TEXHUYECKUX CPEICTB

OTtaenpHbIE AJOKYMEHTBI M OT/IEIbHBIE MAacCHBBI JTOKYMEHTOB,
JOKYMEHTBl W MAacCHUBbl  JIOKyMEHTOB, COAepXaluecs
B MHPOPMAIIMOHHBIX  cHcTeMax (OuOimorekax, apXxuBax,
dbonmax, 6aHKax JaHHBIX, THPOPMAIIMOHHBIX CHCTEMaX JIPYTHX
BHJIOB)

[Ipomecchr, meroapl moucka, cOopa, XpaHeHHs, 0OpabOTKH,
MIPEIOCTaBIICHUS, PACTIPOCTPaHEHUsT WH(OPMAIIMK U CITOCOOBI
OCYIIIECTBIICHUS TAKMX MPOIECCOB U METO/IOB

Cenenus (cooOrenus, JTAHHBIC) HE3aBUCUMO
OT (OPMBI KX TIPE/ICTABICHUS
[MpoctpancTBO  (TEppUTOpHUsS, 3lIaHHWE, YacTh  3JaHUS),

B KOTOPOM HCKIIFOUEHO HEKOHTPOIUPYEMOe MpeObIBaHUE JIHII,
HE HMEIONIUX IMIOCTOSIHHOTO WJIM  Pa3oBOro  JOIYCKa,
Y TIOCTOPOHHHX TPAHCIIOPTHBIX CPEJICTB

OO0s3aTenbHOE IS BBITIOTHEHUS JTUIIOM, MOTYYHBIIUM JOCTYII
K omnpeneneHHon wHdopmaluu, TpeOoBaHWE HE IMepeaaBaTh
Takyl0o HH(pOpMalnuio TpeThbUM JHIlaM 0e3  coryiacus
ee obnanaTens

HeticTBust (orepaiuu) ¢ MepCOHATBLHBIMU JaHHBIMH, BKJIFOYAst
cOop, cucTeMaTH3alMI0, HAKOIUIEHUE, XpPaHEHHE, YTOUYHEHHE



Omnepatop

HepCOHaJ'IBHI)Ie JaHHBIC

Yrposa 6e3omacHocTH
nHpopmaruu

Y 93BUMOCTD

IlenoctHOCTH

(oOHOBJICHHE, U3MEHEHHUE), UCTIOIB30BaHKE, PACITPOCTPAHEHNE
(B TOM wumcie mepenady), o0Oe3NWYMBaHUE, OJIOKUPOBAHHE,
YHUYTOXKEHUE TEPCOHATBHBIX JTaHHBIX

TpaXIaHWH WJIA FOPUIMYECKOE JIMIO, OCYIIECTBIIIONINE
JEeSITeNFHOCTh MO IKCIUTyaTalli WH()OPMAIMOHHON CHCTEMBI,
B TOM 4YHClIe MO 00paboTke HWHQOpPMAIUU, COAepIKalIencs
B ee 0a3zax JaHHBIX

Jlrobas mHdopmanus, oTHOCAUIASCS K MPSMO WJIM KOCBEHHO
OIpEICIIEHHOMY WJIH ONpeNensieMoMy (GU3NIECKOMY JIUILY
COBOKYNHOCTh ~ YCIIOBUH M (PaKTOpOB,  CO3JAIOLINX
MOTEHIUATbHYIO W peaibHO CYILIECTBYIOILYIO
OIIaCHOCTb, CBS3aHHYIO  C  yTeukod  uHbopmanuu
W/WIIM HECAaHKIMOHUPOBAHHBIMHU /WM HEMPEeJHAMEPECHHBIMA
BO3IECHCTBUIMH Ha HEE

Henocrarok (cmabocth) MIPOrpaMMHOTI0
(IporpaMMHO-TEXHUYECKOT'0) CPeICTBA MM MH()OPMAITMOHHOMH
CUCTEMBbl B II€JIOM, KOTOpBI (KOTOpas) MOXKET OBITh
UCNOJIb30BaHa Uil pealM3alud  yrpo3  0e30macHOCTH
uHpOpMaITUU

VYceroitunBocth  WMHGOpMAMKM K HECAHKIMOHHUPOBAHHOMY
WIH CTy4aifHOMY BO3JICHCTBHUIO Ha Hee B Iporecce 00paboTKu
TEXHUYECKUMHU CPEACTBAMH, PE3YIbTaTOM KOTOPOT'O MOXKET
ObITh YHUUTOXKEHUE U HCKAKEHUE UHPOPMAIIUI



OBO3HAYEHUA U COKPAIIIEHUSA

I'OCT P — TI'ocynapcrBennsiii crangapt Poccuniickoit denepanun

ITonmutnka — ITlonutHka l'ocynapcTBeHHOr0 OIOKETHOT'O JOIIKOJIBHOTO
o0pa3oBarenbHOro yupexaeHus nerckuit cag Ne 22 IMpumopckoro
paitona Cankr-IlerepOypra

I'BAOY nerckuii can — TI'ocynapcTBeHHOro OOJIKETHOrO JOUIKOJIBHOTO 00pa3oBaTEIbHOrO

No22 yupexaenuss aerckuii cag Ne 22 Ilpumopckoro paiiona CaHKT-
[TerepOypra

®Cb Poccun — DenepanpHas ciayx0a 6e3onacHocTH Poccuiickoit denepanyn

OCTIK Poccun — @denepanbpHas cayx0a M0 TEXHUYECKOMY M DKCIIOPTHOMY KOHTPOJIIO



1 OBIIME ITOJIOKEHUSA

Hacrosmas [lonutuka siBiseTcs TOKYMEHTOM, ONPEIEISIONMM HAMPABICHUS 1€ATEIbHOCTH
B obmactu oOecniedeHuss WHGPOPMAIMOHHOW  O€30MACHOCTH, W  MPEACTaBIsieT  CcoOOi
CUCTEMaTU3UPOBAHHOE M3JIOKEHUE Lieel 1 3a1a4 MH()OPMaMOHHON 0€30acHOCTH, KaK OJTHO WJIN
HECKOJIbKO MpPaBWJI, MPOLEAYpP, MPAKTUYECKUX MPUEMOB M PYKOBOISAIIMX MPUHLMUIIOB, KOTOPBIMHU
pykoBoactByercss ['BJIOY nmerckuit cag No22, a Takke OpraHM3allUOHHBIX, TEXHOJIOTMYECKUX U
MIPOLEAYPHBIX aCIIEKTOB o0ecreueHrs NHPOPMaIIMOHHOW O€30MacHOCTH.

[Monoxxenus  Hacrosmei  [lomuTuku He  pacmpocTpaHsiloTcss Ha — o0OecredeHue
MH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUH, COCTABIIAIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOI1 3a1auelt B obmactu uHpopmanronHou oezonacHoctu I'BJIOY nerckuii cam Ne22
MPU3HAET COBEpPUICHCTBOBAHME MEp U CPEACTB  OOecleyeHus 3alluThl  HH(pOpManuu
uHpopmannonusix pecypcoB ['BJAOY nerckwmii cax Ne22 B KOHTEKCTE pa3BUTHs 3aKOHOIATEIbCTBA
Poccuiickoii @enepaniii 1 HOPM DPETYIUPOBaHUS WH(OPMAIMOHHON [EATENIbHOCTH B TEKYILIUX
ycIoBUAX (PYHKIMOHUPOBAHUS NH(GOPMAIIIOHHOTO OIS

[Tpu pa3paborke [ToMUTHKH YUUTHIBAIMCH OCHOBHBIC TIPUHIIUITBI CO3aHUS CUCTEM 3alUTHI
UHGOPMAIIMN,  XapaKTePUCTUKM W BO3MOXKHOCTH  OPTaHU3AI[MOHHO-TEXHUYECKUX  Mep
Y COBPEMEHHBIX MPOrpaMMHBIX U allllapaTHO-IPOrpaMMHBIX CPEJCTB 3alUThl UH(POpMALIUHU.

B pamkax cBoeii nestensHoctu ['BJIOY nerckmii cam Ne22 o0si3yeTcs mpeAnpuHUMATh BCE
BO3MO)KHBIE MEPBI JUTS 3alIUTHl HH()OPMAIIMK OT Yrpo3 O€30MaCHOCTH WH(POPMALIUH.

TpeboBanus wHPOPMAIMOHHOM OE30MACHOCTH, COOTBETCTBYIOT IIEJISAM JEATEIHHOCTH
I'BJAOY nerckuii cag Ne22 u mpenHa3HauyeHbl ISl CHUYKEHUS PUCKOB, CBA3aHHBIX C pealn3anuein
yrpo3 6e30nacHoCTH HHPOPMAIUH.

[Tomutuka nocrynHa Bcem pabotHukam I'BJIOY nerckuit cag Ne22 u BceM MOIb30BATEISIM
€ro pecypcoB.

2 1EJIA U 3AJJAYM OBECHEYEHUA HH®OPMAIIMOHHON BE3OITACHOCTH

Cy0bexTbl HHPOPMALIMOHHBINH OTHOIIEHUH

CyObekTamu 1ipu obecriedeHnr nHpopmarmonHon 6e3onacHoctu B 'BJIOY nerckuii cag No22
SIBJISIFOTCS:

PaOOTHUKYU CTPYKTYPHBIX MOApa3ieNIeHu (B TOM YHCIIC YBOJICHHBIC);

rpaxaaHe, paboTarolue Mo J0roBopaM rpak 1aHCKO-TIPAaBOBOI'0 XapaKTepa;

¢usnyeckue MLA, NPEJACTAaBUTENM KOHTPAareéHTOB B pPAaMKaxX MCIIOJHEHHS 10T OBOPHBIX
0053aTeIbLCTB;

dbuzmveckue nmia, mogasime odpamenue B aapec ' bJIOY nerckuii cag No22;

IOPUIMYECKUE JIMLA, B PAMKaxX HCIIOJIHEHHs JOTOBOPHBIX 0053aTENbCTB UM BO HUCIOIHEHUHU
TpeOOBaHMIT CO CTOPOHBI 3aKOHOAATENLCTBA Poccuiickoit denepanuu;

OpTaHbl TOCYJapCTBEHHOM BJIACTH.

O0bexTbl HHPOPMANMOHHBIX OTHOLICHHUH

OO6bexTamu HHPOPMALMOHHBIX OTHOIICHHUMN SBIISIFOTCS

unpopmarmonnsle pecypcesl 'B/IOY nerckuit can Ne22;

rocy/lapcTBeHHble  HH(pOpMAIMOHHbIE  cucTeMbl  OmepaTopoM  KOTOPBIX  SIBJSIETCA
I'BJIOY nerckmii cag No22;

npoiiecchl 00padboTku nHdopmaruu B uHGopMannoHHbIX cucreMax ['BJIOY nerckuii cam No22,
UH(GOpPMAIIMOHHBIE TEXHOJOTHH, pEeriaMeHThl W Mpoueaypsl coopa, o0pabOTKH, XpaHEHHS
U miepeiaun nHPOpMaluu;

uHpopManmoHHasi HMH(QPACTPYKTypa, BKIIOYAIOIIAs CUCTEMbl OOpaOOTKH, XpaHEHUS
U aHanu3a nHpopMalliu, IporpaMMHbIe U IPOrPaMMHO-AIapaTHBIE CPEJICTBA, B TOM YHCIIE KaHAIbI
CBSI3U U T€JICKOMMYHHUKALIUH;

CUCTEMbI U CPEJICTBA 3allUThl HH(OPMALUU, OOBEKTHl U TOMEUICHHS], B KOTOPBIX Pa3MeELICHBI
cpencTBa 00paboTKku HH(POPMAIIHH.

enu o0ecneyenust HHGpOPMALIUOHHON 0€30IACHOCTH

OcHoBHOI1 11enBI0 0O0ecnieueHust nHpopmarmonnon 6ezonacuoctu ['BJIOY nerckuii camg No22
SBIIIOTCA JICHCTBUSL HANpaBlieHbl Ha JOCTHKEHHE 3alllUThl CYOBEKTOB HH(OpMAaILMOHHBIX



OTHOILIEHUH OT BO3MOXKHOI'O HAHECEHUSI UM MaTepUabHOr0, (PU3NUECKOro, MOPAJIHLHOrO WJIM UHOTO
yiepba, TOCPEACTBOM CIYYalHOTO WM TMPEAHAMEPEHHOrO0 BO3JCHCTBUS Ha WHGOpPMAIIHIO,
B TOM YHCJIE:

obecrieueHus OTKa30yCTOWYHUBOTO (YHKIIMOHUPOBAHUS MIPOrPaMMHBIX
u annapaTHo-niporpaMMHbIX cpeacTB ['BJIOY nerckuii cax Ne22 u mpenocTaBisieMbIX CEpBUCOB;

COOJIIOZICHHS TIPAaBOBOI'O0 pPEXHMMa HCIIONb30BAaHUS MAcCCHBOB M CPEACTB  00pabOTKH
nHpopmanuu;

MPEIOTBPAIICHHUS] peanu3aluy  yrpo3 0e30MacHOCTH HWHGOpManuu TpHU  OCYIIECTBICHUU
nesarensHocTd 'BIOY nerckuii cag Ne22.

3agauu obecneyeHusi UH(PpOPMALMOHHOI Ge30MACHOCTH

JlocTmkenue 1eneit odecrieueHUs: HHGHOPMAITMOHHON 0OE30MacHOCTU U CBOWCTB MH(pOpMAIUH,
I'BAOY nerckuii cag Ne22 perraercst CAeAYIOMUMHU 3a/1a4aMu

3aIlUThl OT HECAaHKIIMOHUPOBAHHOI'O JOCTYIA K UH(POPMALIMOHHBIM PECypcaM;

pasrpaHUYeHHs] JOCTYIa Mojb30BaTeNnell K MH(OOPMAIIMOHHBIM, alMapaTHBIM, ITPOrPaMMHBIM
Y UHBIM pecypcam,

perucTpalMi M TEepUOJUYECKOr0 KOHTPOJS JAeHCTBUH ToJb3oBaTenell mnpu o0paboTke
3aIUIIaeMoi HHPOPMAaIUK U MEPUOJMYECKUN KOHTPOIb KOPPEKTHOCTH UX JCHCTBHIA,

KOHTpOJISI LIEIOCTHOCTH CpEAbl MCIIOJIHEHMs] MpPOrpaMM M €€ BOCCTaHOBJIEHUE B Cllydae
HapyIICHUS;

obOecrieueHuss ayTeHTU(UKAIMM U  UACHTU(DUKAIMK  TONIb30BaTeNel, y4acTBYIOIIMX
B MH(OPMALMOHHOM OOMEHE;

o0ecrieueHus WCIIPAaBHOCTH MIPUMEHSIEMBIX B WH(pOPMAITMOHHBIX cucTemMax
I'BJIOY nerckuii cag Ne22 cpencTB 3amMThl HHPOpMAITUK;

CBOCBPEMEHHOTO BBISIBIICHHE HWCTOYHUKOB yrpo3 Oe3omacHOCTH WHGOpPMANUU, TPUYUH
U yCIOBHH, CIIOCOOCTBYIOIIMX  HAHECEHHIO  yliepbda  3aMHTEPECOBAHHBIM  CyObeKTaM
MH(OPMaIMOHHBIX OTHOIICHHUIA;

CO3JITaHMEM CITy’KObI MOHMTOPUHIA M pearupoBaHUs Ha yrpo3bl 0€30MaCHOCTH MH(OpMAaILIUU
Y HETaTUBHBIE TTOCIICJICTBUS;

CO3/IaHUEM YCIIOBUH 11 MUHMMM3AIIMK HAHOCUMOT'O yilepOa HempaBOMEPHBIMH JEHCTBUIMH,
U yCTpaHEHHE IMOCIEeICTBUI HapylieHus: nHpopMaunoHHoil 6ezomacnoctd B 'BJIOY nerckuii can
Ne22.

Pemienue Bbeimenepeuncnenubix 3amad B I'BJAOY perckuit cam Ne22 ocymecTBisercs
IIOCPEACTBOM

yudeTa BceX MOAIeKAIUX 3allUTe HTHPOPMAIIMOHHBIX PECYPCOB;

KYpPHAJTMPOBAHUSI IEUCTBUI MEPCOHANA, OCYIIECTBISAIONIEI0 00CTyKUBaHNE U MOTU(DUKALIHIO
MIPOrPaMMHBIX ¥ TIPOTPaMMHO-aNNapaTHRIX CPEICTB HH(HOPMAITMOHHBIX CUCTEM;

peryiaMeHTanuy mporeccoB oopadoTku nHbopMaiuu, nerictuil padorauko [' BAOY nerckuit
caza Ne22, ocyliecTBISIONINX HKCIUTYaTalllio MPOrpaMMHBIX U IPOrpaMMHO-aNapaTHRIX CPEACTB, Ha
OCHOBE YTBEP>KJICHHBIX OPraHU3AI[MOHHO-PACIOPSIUTENBHBIX TOKYMEHTOB 110 3alI1Te NHGOpMAIUH,

Ha3HAYCHUS U MMOATOTOBKON PaOOTHUKOB, OTBETCTBCHHBIX 32 OPTraHU3AIINI0 U OCYIICCTBICHUE
MEpONPUSTHII 10 obecnieueHnio nHpopmanronHoi 6e3onacHocty B 'BJIOY nerckuii cag No22;

HaJeNeHUsl KaXIoro pabOTHMKAa MHUHUMAIBHO HEOOXOIMMBIMH TpaBaMu Mpu padboTe
B WH()OPMAITMOHHON HHPPACTPYKTYPE COTTACHO UX JTOJIKHOCTHBIM OOSI3aHHOCTSIM;

coOuro/ieHns BceMH pabOTHUKAMU, SKCILTYaTUPYIOIIUMU M O0CITYKHBAIOUIUMH MIPOrPaMMHBIE
U TOporpaMMHO-ammapaTtHble  CpelNcTBa, TPeOOBaHUN  OPraHHU3AIMOHHO-PACTIOPSIUTETHHBIX
JOKYMEHTOB I10 BOIpocaM o0ecrieyeHns HHPOPMaIMOHHONW 0€301acCHOCTH;

MEPCOHANIBHON OTBETCTBEHHOCTBIO KaXkKJOro pabOTHUKA 3a CBOM JEHCTBUS, Y4aCTBYIOIIETO
B paMKax CBOMX (DYHKIIMOHAIBHBIX OOS3aHHOCTEH B IMpolleccax aBTOMAaTU3MPOBAHHON 00pabOTKH
WH(OPMAITUK ¥ KMEIOIIIETO JOCTYIT K pecypcaM HH(POPMAIIMOHHBIX CHCTEM;

peanM3zanyeldl TEXHOJIOTMYECKHX IPOoLecCcoB 00paboTKM HHGOpPMAIMU C HCIOJIb30BaHUEM
KOMIUIEKCOB ~ OPTraHU3allMOHHO-TEXHUYECKUX MEp 3allUThl MPOrpaMMHOr0  OOECTeUEHUs,
MPOrpaMMHO-aINMapaTHBIX CPEJCTB;

MIPUHATHS Mep 0 obecriedeHno (PU3NUEeCKOoi 1eTOCTHOCTH MPOrpaMMHO-aNIapaTHRIX CPEICTB



MH(POPMAITMOHHBIX CUCTEM U TIOIJIeP)KaHIUEM HEOOXOIMMOT'0 YPOBHS 3aIIUIIIEHHOCTH KOMITIOHEHTOB;

WCIONB30BaHUSl MPOTrPAMMHBIX M MPOrPAMMHO-AIIAPATHBIX CPEACTB 3alUThl HH(POPMAIINH
obpabareiBaemMoM B ['BJIOY nmerckuit cam Ne22 w aAMUHHCTPATUBHOM TOJICPKKOM HX
HCTIOJIb30BaHUS;

KOHTPOJII ~ COONIOZICHUS  TOJIb30BaTENSAMU  MH(GOPMAIIMOHHBIX  CHUCTEM  TpeOOBaHHI
1o obecreyeHn0 NHPOPMAITMOHHOM 0€30MaCHOCTH;

MpoBeICHHS aHan3a d()PEKTUBHOCTH MPHUHATHIX MEP 3aIIUTHl HHPOPMAIIUUA U MPUMEHIEMBIX
cpencts 3amuTthel nHGopmaru B I'BJIOY gerckmii cag No22;

pa3paboOTKu W peanu3aluu NPEUIOKCHHH 10 COBEPIICHCTBOBAHUIO CHUCTEM  3aIIUTHI
nndopmaruu B 'BJIOY nerckmii cam Ne22.

3 TMPUHIMUIIBI OBECIIEYEHUSA UH®OPMAIIMOHHOMN BE3ONNACHOCTH

Ob6ecrieuerrie MHPOPMAIMOHHONW 0€30MaCHOCTH, JOJDKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CJIETYIOIIMMU OCHOBHBIMH MPUHLUIIAMU:

IIpyuHUUN 3aKOHHOCTH

[Tpu BBIOOpE MepoIpHUATHI MO 3amuTe WHPOPMALMH, JTODKHO COONIONAThCs JEHCTBYIOIIEE
3aKoHo/aTenbCcTBO Poccuiickoit @eneparuu B cepe 3aiuThl HHGOpMAIUH.

Bce paboTHMKM ODKHBI UMETh NpEJCTaBlIeHuEe 00 OTBETCTBEHHOCTH 3a MpPaBOHAPYIIECHUs
B cdepe 3amuThl MHGOpMaiuu. [IporpamMHo-anmapaTHeie cpenctBa, npumensemsie B ['BJIOY
nerckuil cag Ne22, mOMKHBI UMETh COOTBETCTBYIOIIME JIMIIEH3UH, OQUIIMATIBLHO MpUoOpeTaTbes y
npeacTaBuTeNneil pa3paboTUNKOB ITUX CPEJCTB WM SBIATHCS UHTEIIEKTYaJIbHONH COOCTBEHHOCTHIO
I'BAOY nerckuii cag Ne22.

IIpuHuMn cucreMHOCTH

IIpu co3aHuM cUCTEMbI 3aILUThl JOKHBI YUUTHIBATHCS aKTyallbHbIE YTPO3bl 0€30IacCHOCTH
nH(pOpMaLluK, BO3MOXKHbIE OOBEKTHl M HAINpPABICHUSA aTaK Ha HEE CO CTOPOHBI HApYIIMTENEH.
CucTema 3aliThl JOIDKHA CTPOUTHCS C YYETOM HE TOJIBKO M3BECTHBIX KAHAIOB YTEUKH HH(OpMAaIH,
HO U C yY4€TOM BO3MOXHOCTH IOSABJICHHSI HOBBIX YSI3BUMOCTEH B IPOrpaMMHOM 00€CIICUEHUH.

IMpyuHIMI KOMIVIEKCHOCTH

KomrmekcHoe ucnonb30BaHUe CPEACTB 3alUTHl WH(OpMAIMK MPEanonaraeT CorlacoOBaHHOE
MIPUMEHEHHE NPU MOCTPOSHUH LIEJOCTHOM CHCTEMBI 3allUThI, IEPEKPBIBAIOLIEH BCE CYIIECTBEHHbBIE
yrpo3bl 0e30macHOCTH HMH(pOpMalUU. 3aluTa JIOMKHA CTPOMTHCS SIIeTOHHMpoBaHO. Pu3myeckas
3alIUTa J0JDKHA 00ecrieunBaThCs (PU3NYECKUMHU CPECTBAMU M OpPTraHU3aIlMOHHBIMHA MEpaMHU.

[Ipu nocTpoeHuu, BHEAPEHNUN U SKCIUTyaTallud CUCTEMBI 3alIUThl HH(POPMAIIUN PYKOBOICTBO
I'BAOY netckuii can Ne22 obecrieunBaeT ycinoBus 11 3P PEKTUBHOM KOOPAUHAIINH JISHCTBUIN BCEX
7u11, 00ecreunBarOIUX HHHOPMAITMOHHYIO O€30MaCHOCTb.

IIpuHuMN cBOEBpeMEeHHOCTH

Pa3zpa0oTka cucTeMbl 3alIMThl MHPOPMAILMU JODKHA BECTUCH MApauIeNbHO ¢ pa3pabOTKOM
U UHPOPMAIMOHHOW  CHCTEMBL. OTO  TIO3BOJMT  y4decTb TpeOoBaHUS  0O€30MacHOCTH
P T[POEKTUPOBAHUU APXUTEKTYphl M, B KOHEYHOM cueTe, co3JaTh Oonee 3(PQPeKTUBHBIC
MH(POPMAILMOHHBIE CUCTEMBI, 00J1aJaI0IIE JOCTATOYHBIM YPOBHEM 3aIUIIEHHOCTH.

IIpuHIUI IPpeeMCTBEHHOCTH

[TocTosiHHOE COBEPIIEHCTBOBAHME MEpP M CPEACTB 3allUThl HH(pOpMAIMM Ha OCHOBE
IPEEMCTBEHHOCTH OpPraHM3allMOHHBIX M TEXHUYECKHUX pPELICHWH, KaJpoBOro COCTaBa, aHalu3a
(YHKIMOHUPOBAaHUS MH(POPMAIMOHHBIX CHCTEM M CHCTEMBl €€ 3aIllUThl C Y4YE€TOM M3MEHEHHil
B METOJAaxX M CpEACTBaX IepexBaTa HH(OpPMAIMK, HOPMATUBHBIX TPEOOBAaHWI MO 3amIuTe
nH(pOpMaIuu.

IpuHIUN 10CTATOYHOCTH

CooTBeTcTBUE YPOBHA 3aTpar Ha odecrieueHne nH(OPMAIIMOHHON 0€30MaCHOCTH M IIEHHOCTH
MH(}OPMALMOHHBIX PECYPCOB Ha BEJIMYMHY BO3MOXKHOTO ylep0a OT UX pa3IalleHus, YHUUTOXKEHUs
U HcKaxeHus. Vcnonb3yemble Mepbl M CpPEICTBa 3aIMThl MH(OpMAMM HE JOJDKHBI YXYILIAaTh
HProHOMHUYECKHE TTOKA3aTeIN KOMIIOHEHTOB HH(POPMAITMOHHBIX CUCTEM.

IIpuHUMI 0OTBETCTBEHHOCTH



BoznoxeHne oTBETCTBEHHOCTH 3a oOecredeHre 0e301acHOCTH HHPOpMaIuu U ee 00paboTKu
Ha KaXIoro pabOTHHKA B TpENeNax ero MOJHOMOYMi. B COOTBETCTBHM C 3TUM MNPUHIUIIOM
pacmpesenieHrue mpaB U O0sI3aHHOCTEH pPaOOTHUKOB CTPOMUTCS TaKUM 00pa3oMm, 4TOOBI B CiIydae
1100010 HapyIIeHHs ObLI U3BECTEH HAPYILIUTEb.

IpruHuUn 000CHOBAHHOCTH U TEXHUYECKOI peain3yeMoCcTu

WHupopManmoHHbIe TEXHOIOTHUH, IPOrPaMMHBIE M TPOrPaMMHO-AIIapaTHIE CPEJICTBA, MEPHI
3alIUThI I/IH(l)OpMaIII/H/I JOJI?)KHBI OBITH pcajin30BaHbl IO COBPEMCHHBIM PCHICHUAM, 000CHOBAaHEI
C TOYKHU 3pEHHS JOCTMXKEHHUS 3a/IaHHOTO YPOBHS 3aIUIICHHOCTH MH(POPMAIMK ¥ 3KOHOMHYECKON
1[e71eCO00pa3HOCTH, a TakKe COOTBETCTBOBAaTh YCTAHOBIEHHBIM HOpMaM M TpeOOBaHUSIM
1o 6€30MacHOCTH UH(POPMALIUH.

IMpunuun npodeccuonaanzmMa

Peanmzanus Mep 3ammuTbl MHGOPMALMK M IKCIUTyaTalusl CPEACTB 3aIlUThl MH(OpMaIUu
JIOJIYKHA OCYIIECTBIIATHCS MPOPECCHOHATHHBIME CTICIIUATHUCTaAMHU.

[IpuBneueHue cnenualn3upOBaHHBIX OPTaHU3AIMM K pa3paboTKe CPeICTB U peaar3aluu Mep
3alUThl MHPOPMAIIMH, TOATOTOBICHHBIX K KOHKPETHOMY BHIY ACSITEILHOCTH MO O0ECIEUEHUIO
0e3ormacHoCcTH NHPOPMAITMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTUISCKON paOOThHI U TUICH3UU HA
MIpaBO OKa3aHHUs yCIyT B 3TON o0JiacTu.

[MpyuHIUMND MUHUMHM3AaLMU IPUBUJICT U IM0J1b30BaTe el

O0ecrieyeHue M0OIbL30BaTEIEH MNPUBUICTUAMU MUHHUMAJIBHO JOCTATOYHBIMU JISA BBIITOJHCHUA
MMM CBOUX JOJDKHOCTHBIX oOsi3anHOCTel B 'BJIOY nerckmii cam Ne22.

4  OCHOBHBIE TPEBOBAHMUS 110 3AIIUTE UH®OPMALINU
OT'PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl WHGOPMANMK JODKHA MPEIyCMaTPUBATh KOMIUIEKC OpPraHU3AIMOHHBIX,
IPOrpaMMHBIX U MPOrpaMMHO-ANMapaTHBIX CPEACTB U Mep MO 3auuTe UHGOpMaIUu B MpoLecce
ee 00paboTKH.

BoinonHenue TpeGoBaHUN JOCTUTAETCS 3a CUET pead3alli Ha 00beKTax MHPOpMaTH3aLUU
Mep M0 3amuTe HHPOopMaIuu:

UICHTU(PUKAIIMY U ayTeHTU(DUKAINHA CYOBEKTOB IOCTYIA M OObEKTOB JOCTYIIA;

YIPABJICHUIO JJOCTYIIOM CyOBEKTOB JIOCTYIAa K 00BEKTaM JI0CTYIIA;

OrPaHUYEHUIO TPOrPAMMHOMN CPEJIbI;

3alllUTE€ MAITUHHBIX HOCUTEJIEH MePCOHAIBHBIX JAHHBIX;

perucTpanuu coObITUN OE30MaCHOCTH;

AHTUBUPYCHOM 3alIUTE;

O0HapY>KEHHUIO BTOPIKEHU;

KOHTPOJTIO (aHATN3Y) 3alIUIIICHHOCTH NMEPCOHANIBHBIX IaHHBIX;

00ecreueHuIo EeT0CTHOCTH HH(OPMAIIMOHHON CUCTEMBI U MTEPCOHATBHBIX JTaHHBIX;

00eCTeueHuI0 JOCTYIMHOCTH MEPCOHATBHBIX TaHHBIX;

3aIUTHI CPEIbl BUPTYATU3ALINH;

3aIUTH TEXHUYECKUX CPEJICTB;

3a1UThl H(GHOPMAIIMOHHON CHUCTEMBI, €€ CPEJICTB, CHCTEM CBSI3H U MEpeladyn JaHHBIX;

BBISIBJICHUIO MHIIMJICHTOB M pearupoBaHUe Ha HUX;

yrpaBieHUI0 KoH(Urypaueil nH(GOpMaMOHHON CUCTEMBI U CUCTEMBI 3alIUThI IEPCOHATBHBIX
JTAHHBIX.

I'BAOY nerckmit cam Ne22, kak obnagarens WHOOpPMAIMK OTPAaHUYEHHOTO JOCTYIA, TpU
OCYILIECTBIICHUH CBOUX IPaB 003aHO:

cOOJIIO/IaTh TIPaBa U 3aKOHHBIE HHTEPECH! HHBIX JIUIL;

MPUHUMATh HEOOXOJMMbIE MEPHI IO 3aIUTE HHPOPMAIUH;

OTpaHUYMBATh JIOCTYNl K HWH(MOpMAaIuu, €cau Takas OO0S3aHHOCTh  yCTaHOBJICHA
3aKOHOJaTeILCTBOM Poccuiickoit denepannm.

B tom uymcne T'BJAOY nerckuit cam Ne22, BhnpaBe eciii HMHOE HE MPEAYCMOTPEHO
3aKOHOIaTenbCTBOM Pocculickon denepanuu:



paspeiaTh WiIK OrPaHUYUBATH JOCTYI K UHPOPMALIMH, ONIPENENISITh MOPSA0K U YCIOBHS TAKOTO
JIOCTYIIa;

MCIOJIb30BaTh HH(OPMAIIHIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

nepenaBaTh MH(OpPMaLMIO JPYTMM JIMIIAM HAa YCTAHOBJIEHHOM 3aKOHOJATEJIbCTBOM
Poccuiickoii denepaiirii OCHOBaHUY;

3alMIIaTh YCTAaHOBJICHHBIMU 3aKOHOJaTenbcTBOM Poccuiickoit @enepanuu crocobamu CBOU
IIpaBa B CJIy4ae HE3aKOHHOTr0 OJyuyeHUs HH(POpMAIUU UK €€ HE3aKOHHOI'0 UCIIOIb30BaHUSI HHBIMU
JUIAMU;

OCYLIECTBISATh WHBbIE JeHCTBHA ¢ HMH(pOpMalMed WIM pa3pemarbh OCYIIECTBIEHHE TaKUX
NEUCTBUM, eclu O3TU JeHCTBUS HE MpoTUBOpevyaT (QeaepadbHbIM 3aKOHAM U JIPYrUM
HOPMaTHUBHO-NIPABOBBIM akTaM Poccutickoit denepanum.

3ammra MHQOpPMAIMM  OTPAHMYEHHOr'O0  JOCTyHa MpeACTaBIseT COOOM  NpUHATHE
OpPTraHU3allMOHHBIX U TEXHUYECKUX MEp, HalpaBJICHHbIX HA:

coOmmro/ieHe KOH(UIEHITUATBHOCTH HH(pOpMauK (MCKIIOUYEHUE HEMPaBOMEPHOI'0 JOCTYIIA,
KOMMPOBAHUS, PEIOCTABICHUS WIIN PAaCIpOCTpaHeHus MH(opmanun);

obecrieueHune 1eIOCTHOCTH HH(popMauy (MCKITIOUEHHE HEMPaBOMEPHOTO YHUUTOKEHUS
nuiy MonuduIupoBanus HHGOpMAITUN);

peanu3aluio npaBa Ha JOCTYI K MHPOpMaIuH (UCKIOUYEHUE HEITPAaBOMEPHOI0 OJIOKHMPOBAHUS
UH(OPMAITUH).

CpencrBa 3amuThl MHGOPMAIMU BHEAPSIOTCS 1O pe3yiabTaTaMm IPOBEJCHHS OLIEHKH PHCKOB
uH(GOPMAIIMOHHOM 0€30MacHOCTH.

Opranu3anus 3amuThl HHGOPMALUT

[Ipu opranuzauuu B I'BJIOY nerckuii cag Ne22 3anmtel ”HPOpPMALIUU, JOIKHBI BHITOIHATHCS
TpeboBanus denepanbHoro 3akoHa ot 27.07.2006 Ne 149-D3 «O6 undopmanmu, nHGHOPMAIITOHHBIX
TEXHOJOTHSIX W O 3amuTe HH(OpMAIMM», KOTOpPbIE PETyIHPYIOT OTHOIIEHUS, CBSI3aHHBIC
C YCTaHOBJICHHEM, U3MEHEHHEM U MpeKpalleHueM pexrma oOpaboTKu 3aluinaeMol HHPOopMaluu.
B Tom umcne tpeboBaHus O 3amuTe UHPOPMALMK, HE COCTABJIAIONIEH TOCYJAapCTBEHHYIO TaliHY,
cojiep)Kalieiicss B TOCYIapCTBEHHBIX HH()OPMAIIMOHHBIX CHCTEMaxX YTBEP)KICHHbBIE MPHUKAa30M
OCTIK Poccun or 11.02.2013 Ne 17 «O6 yrBepkaeHUM TpeOOBaHUN O 3alMTE MUH(POPMALIUH,
HE  COCTaBISIIONIEH  TOCYJIapCTBEHHYIO  TailHy, cojepxKamleidcs B  TOCYAapCTBEHHBIX
MH(POPMALMOHHBIX CUCTEMax» JUIl TOCYAAPCTBEHHBIX HMH(OPMAIIMOHHBIX CHUCTEM IO KOTOPBIM
I'BAOY nerckuii cag No22 siBnsiercst OniepaTopom.

B I'BJIOY nerckmii cag Ne22e moMuUMO peau3aiiiii OCHOBHBIX MEp 3alluThl HHGOpMAIHH
OCYILIECTBIISAETCS:

peryiasipHasi  OIEHKa M  yIOpaBlIeHHE pUCKaMH HMH(OPMAIMOHHON  0E30MacHOCTH
B COOTBETCTBUU C YCTAaHOBJICHHBIMHU MPOLIEAYPAMU B 00JIaCTH YIPaBJICHUS PUCKAMU;

uH(pOPMHUPOBAHUE, o0y4yeHue u IIOBBILICHHE KBaJTH(PHUKALUU pabOTHUKOB
I'BAOY nerckuit can Ne22 B chepe nHPOpMAIIMOHHON O€30MaCHOCTH;

MeToauYeckass TIOoMOILIb pPabOTHHKaM B BoIpocax obecrieyeHuss UHGOPMAIMOHHON
0€e30MacHOCTH;

aHaJIM3 ¥ MOUCK BO3MOYKHOCTEH MO MOBHIIIEHUIO YPOBHS 3alMIEHHOCTH WH(OPMALIUH.

Jnst opranmzanuu 3amuthl uHGopmaruu, ['BAOY nerckmii cag No22 BmpaBe MpUMEHSTh
CpeICcTBa W METOAbl TEXHHYECKOH 3alluThl, NPEANPUHUMATH Jpyrue, HE MPOTUBOpEUAIHe
3aKO0HOIaTeNnbCTBY Poccuiickont denepanuu, MEpBI.

B pamkax oOecrnieueHus 3amiuThl UHPOPMALIMY, B paMKaxX TPYJIOBBIX OTHOIIEHUNH HEOOXOAUMO
O3HAKOMHTD O] POCTIHCH PA0OOTHUKOB, IOCTYI KOTOPBIX K HH(POPMAIIMK OTPaHUYEHHOTrO JO0CTYIIA,
HEOOXO0/IUM JUIs BHIIOJIHEHUSI UMU CBOMX JIOJDKHOCTHBIX OOSI3aHHOCTEH, ¢ mepeyHeM MH(popManuu
OrpaHWYEHHOT0 JTocTyna, U mpuHATEIMU B [ BJIOY nerckuii cag Ne22 Mepamu 3aiuThl HHPOPMAIIHH.

Oco00eHHOCTH 3aIUTHI NEPCOHATIBLHBIX JAHHBIX

[Ipn opranmsammm ob6pabotku B I'BJIOY nerckuit cag Ne22 mepcoHaNbHBIX JaHHBIX
HE0OX0IMMO PYKOBOJACTBOBAThCs TpeboBanusMu DenepanpHoro 3akona ot 27.07.2006 Ne 152-D3
«O mepCcoHaNbHBIX JAHHBIX).



[Tepedyenn mep, BemonHeHne KoTopbix obecreunBaet ['BJIOY nerckuii cag No22 B xadyecTtBe
oreparopa MnepcoHaIbHBIX JTaHHBIX, TOJKEH BKIIOYATh:

HazHauenue B I'BJIOY nerckuit cam Ne22 OTBETCTBEHHOro 3a OpraHU3aIMI0 00pabOTKH
MIEPCOHANBHBIX JIAHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEEISIONINX MPaBuiia B OTHOIIEHUU 00paOOTKU MEepCOHABHBIX
nannblx B 'BJIOY nerckuii cag Ne22, nokajabHBIX aKTOB IO BOMPOCaM 00paOOTKU MEPCOHAIBHBIX
JTAHHBIX;

MPUMEHEHHE OpPraHU3alMOHHBIX M TEXHMYECKUX Mep Mo obecrneueHuio 0e30MacHOCTH
MEPCOHANBHBIX JAHHBIX B COOTBETCTBUHM cO cTarbed 19 dexpepanmbHoro 3axona or 27.07.2006
Ne 152-®3 «O nepcoHaTBHBIX TaHHBIXY;

BBITIOJTHEHHE TPEOOBAaHUH IO COCTaBY M COJEP>KAaHUIO OPraHU3alMOHHBIX U TEXHUYECKUX MEp
o obecrnedyeHuto 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX NMPU UX 00paboTke B MH(OPMALMOHHBIX
CHCTeMax MEepCOHANBHBIX JaHHBIX yTBepkAEHHBIX [Ipukazom @CTIOK Poccun ot 18.02.2013 Ne 21
«O0 yTBep:KJIEHUH COCTaBa U COJIEP)KaHUsI OPTaHU3AIMOHHBIX U TEXHUYECKUX MEP MO 00eCTIeUeHHI0
0€30IacHOCTH TEepPCOHAIBHBIX JaHHBIX HpU HMX 00paboTke B HH(MOPMAIMOHHBIX CHCTEMax
MEPCOHANBHBIX TaHHBIXY,

OLIEHKY Bpela, KOTOPbIH MOXET ObITh NPUYMHEH CyOBbEKTaM IMEpPCOHAIbHBIX JaHHBIX
B ciyyae HapymeHus PenepanmbHoro 3akoHa Ne 152-@3, cooTHomIeHME YyKa3aHHOIO Bpeja
U MPUHUMAEMBIX OINEPaTOPOM MEp, HANpaBJIEHHBIX Ha OOECIeYeHHE BBITIOIHEHUSI 00S3aHHOCTEH,
peIycMOTpeHHBIX DenepaibHbIM 3akoHOM Ne 152-D3;

o3HakomiieHue pabotaukoB I'BJIOY nerckwmii can Ne22, HemoCpeACTBEHHO OCYIIECTBIISIOIINX
00paboTKy MEepCOHANBHBIX JaHHBIX, C TIOJOKEHUSIMHU 3aKOHOJaTeNnbcTBa Poccuiickort deneparmu
0 TEePCOHATBHBIX JAaHHBIX, B TOM 4YHCIE TPEOOBAHWUSAMHU K 3allUTe TEPCOHAIBHBIX JJTAHHBIX,
JTOoKyMeHTamu, ompeaenstoumu tpedoBanus [ BAOY nerckuii cag No22 B oTHOIIEHUH 00pabOTKH
MIEPCOHANBHBIX TaHHBIX U 00yUeHHE, IPU HEOOXOJMMOCTH, YKa3aHHBIX PA0OTHUKOB.

OOGecnieuenne 0€30MaCHOCTH MTEPCOHABHBIX IAHHBIX JIOCTUTACTCSI, B YaCTHOCTH

olpeneseHueM  yrpo3 W HapymuTened  0e30MacHOCTH — MEPCOHANbHBIX  JAaHHBIX
pu ux 00paboTKe B MHPOPMALIMOHHBIX CUCTEMAaX IEPCOHABHBIX JTAHHBIX;

ONpENeNICHNEM YpPOBHS  3AIIMIICHHOCTH TEPCOHAIBHBIX JAaHHBIX B  COOTBETCTBUHU
¢ TpedoBanusimMu [locranoBnenus [IpaButenbcrBa Poccuiickoit @enepanmu ot 01.11.2012 Ne 1119
«O6 yrBepxaeHMHM TpeOOBaHMM K 3alIUTE€ MEPCOHATBHBIX JaHHBIX MPH HX 00paboTke
B WH(OPMALIMOHHBIX CHCTEMAaX IEPCOHABHBIX TaHHBIX),

MPUMEHEHUEM TMPOIIEININX B YCTAaHOBJICHHOM IMOPSIKE MPOLEAYPY OLUEHKH COOTBETCTBHS
CpPEACTB 3aIlIUThl UH(OpMAIIHH;

OLIEHKOW 3()(hEeKTUBHOCTH NMPUHUMAEMBIX MEp IO 3allUTe IMEePCOHATBHBIX JaHHBIX J0 BBOJA
B AKCILTyaTal1io HH(GOPMAIIMOHHON CUCTEMBbI IEPCOHANIbHBIX JAHHBIX;

BOCCTAQHOBJICHUEM IEPCOHAIBHBIX JAAHHBIX, BCIEACTBUE MOIYYECHUs HECAHKIIMOHMPOBAHHOIO
JOCTyTa K HUM;

YCTaHOBIICHMEM TIPaBWJI  JOCTya K TEPCOHAJIBHBIM  JIAaHHBIM, 00pabaTbIBacMbIM
B MH()OPMAIIMOHHBIX CHUCTEMaxX IEPCOHANbHBIX IaHHBIX, a TaKXKe O0ECIeYeHUEM pPETUCTpaluu
U y4eTa BCeX JIEUCTBHI, COBEPIIAEMBIX C IIEPCOHAIBHBIMU JAHHBIMU B HH(OPMALIMOHHBIX CHCTEMaxX
MIEPCOHANBHBIX JIaHHBIX;

KOHTPOJIEM 3a MPUHUMAEMBIMU MEPaMH T10 3alUTEe MEPCOHANBHBIX JAHHBIX U OMPEIEICHHOIO
YPOBHS 3aIIMIIEHHOCTH HH(OPMAIIMOHHBIX CHCTEMax IMEPCOHAJBHBIX JAHHBIX B Ipolecce
ee dKCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHMUA K ITPOHECCAM OBECIIEYEHUSA
UH®OPMAIIMOHHOM BE3OIIACHOCTHA

MeTtoauueckoe pyKOBOJCTBO, pa3padOTKy pelIeHui Mo 3aluTe HHPOpMAIH, COTIaCOBaHUE
BbIOOpa CPEACTB BBIYUCIUTENBHON TEXHUKH, MPOrPAMMHBIX M IMPOrPaMMHO-AMIMapaTHbIX CPENICTB
3amuUThl MH()OPMAIIMU, OPTaHU3AlHUI0 Pa0dOT MO BBISBICHUIO BO3MOXKHOCTEH W MPEIyNPEKICHUIO
yTeYKH W CBOWCTB 3allUIIAaeMON WHQPOPMAIMK, AaTTeCTali0 OOBEKTOB HWH(OPMATH3AINH
OCYILECTBJISIIOT KOMIIETEHTHBIE CTPYKTYpHBIe noapazaeneHus ['bJAOY nerckuii cag Ne22.



dDusnyeckas 0€30ACHOCTD

[IpuHATHIE OpraHU3allMOHHbIE U TEXHUYECKHUE Mephl o 3amuTte noMenieHuid ['b/I0Y nerckuii
cax Ne22, cepBepHOro M KOMMYTAIlMOHHOTO 00OpYAOBaHMsS, aBTOMAaTH3UPOBAHHBIX Pa0OYUX MECT
nosib3oBateneit naopmanmonHeix cuctem ['BJIOY nerckmii cax No22 o0ecrieunBarOT pean3aIuio
CJIEIYIOLLUX MEp IO:

pasrpaHuyeHuio jgoctyna padotHukoB B momernenus ['BJIOY nmerckuii cag Ne22 B
COOTBETCTBHUH C MX IMOJHOMOYHSIMHU U JOTKHOCTHBIMHU O0SI3aHHOCTSMH;

peructpauuu (HakToB BXOAa paOOTHUKOB B TMOMEIICHHS B KOTOPBIX BeAeTcs oOpadoTka
MEPCOHANIBHBIX JIAHHBIX;

KOHTpoJupyemMoMmy TmnpeObiBaHuto moctopoHHuX Jymn B ['BJIOY nerckmit cag Ne22 B
MOMEIIEHUs, B KOTOPBIX BeleTcsi 00paboTka HHGOPMAIMU OIrPaHUYEHHOTO JI0CTYIA U Pa3MelleHbI
anmnapaTHbIC CPeJICTBA HHPOPMAITMOHH Ol CHCTEMBI,;

OpTaHM3AIHMH PEKUMA KOHTPOJIHPYEMOT0 BHOCA/BBIHOCA CPEACTB 00paObOTKH MH(OpMAITHH.

[Tomemenust I'BJIOY nerckuit cag No22 nomkHBI OBITH O0OPYAOBAaHBI JIETEKTOPAMU OTHS H
JbIMa, OTHETYLIUTEISIMU, CUCTEMaMU KOHJMIIMOHMPOBAHUS BO3AYyXa, CPEJICTBAMH OXpPaHHO-
MI0’KAPHON CUTHAJIU3ALMH.

OcHoBHOE cepBepHOE U KoMMYyTarnoHHoe ooopynoBanue ['BAOY nerckuii cam Ne22 momxHO
OBITh 3AIIMIICHO OT MepeboeB B MOAaye SJICKTPOIHEPTHH MyTEM MOIKITIOUYECHHS K IJICKTPOCETH C
MPUMECHCHHEM HWCTOYHHKOB OecrepeOOMHOro THUTaHUS ¥ PE3EPBHOIO AHW3ENb-TeHEpaTopa.
Hcrounnku OecriepeOOMHOIO MHUTAaHUS HEOOXOAUMO PETYISIPHO TECTHPOBATh M IPOBEPATH
yrnoinHoMoueHHbIM paboTHukaM ['BJIOY gerckuii cag No22 B COOTBETCTBUHU C PEKOMEHAALMSIMU
MIPOU3BOAUTEIISA.

[TopTraTuBHBIE TEXHHYECKHE CPEACTBA HE JTOIKHBI OCTABATHCS 3a MPEACIIaMi KOHTPOJIUPYEMOM
30ubI 'BJIOY nerckuii cag No22 6e3 koHTpostst co ctopoHbl pabotHukoB ['BJIOY nerckuii camg No22.

Be3onacHocTh Ha paboueM MecTe

3anpemaercss BECTH 3alKCh IapoJied B OTKPBHITOM BHAEC Ha MaTEPHAIBHBIX HOCHUTEINS,
3a UCKJIFOYEHUEM CIIy4aeB, PErJIaMEHTUPOBAHHBIX METOJOB XPaHEHUS.

JIOKyMEHTBl M HOCHTENH ¢ WH(OpManueld OrpaHMYEeHHOTO JOCTYIa JOJKHBI YOHpaThCs
B omeuarbiBaeMble Mecta (ceidpl, mkapel W T.aI.), TpH  yxode ¢ pabodero Mecra.
Ha aBTomaTtu3upoBanHoMm pabouem mecte [lonp3oBarens pabouas ceccust JoKHA OBITH MPEpBaHa,
paboumii cronm 3abiokupoBaH. Bxom monb3oBarenss B CHUCTEMY HE JIOIDKEH BBIMOTHITHCS
ABTOMATHUYECKHU.

JlokyMeHTBI, coaepxaiire HHGOpMaInio OrpaHUYEHHOTO JOCTYTA, JOHKHBI Cpa3y U3bIMAThCS
W3 TMeyaTarolMX yCcTpoicTB. s yTunm3anuu KOH(PHUAECHIIMATBHBIX JIOKYMEHTOB, JOJIKHBI
WCIIONTb30BAThCSl YHUYTOXKHUTEIN JTIOKYMEHTOB HE HIDKE 4 YPOBHS 1O CTaHAAPTy OE30MAaCHOCTH,
MIPUMEHAEMOMY K YHUYTOXHUTEISIM JOKYMEHTOB.

[Ipn wucHonb30BaHMM MOOHIIBHBIX TEXHHUYECKUX CPEICTB HEOO0XOAUMO COOII0IaTh
JIOTIOTHUTENBHBIE MEPBI IO PErjiaMeHTallMd M KOHTPOJIIO HUCIOJIb30BaHUS B WH(OpMaIMOHHON
CUCTEME MOOMIIBHBIX TEXHUUECKUX CPE/ICTB.

Haxoxnenue mnpencraBuTeneil OPUAMYECKUX JIML B pPaMKaxX MCIOIHEHUS JOTOBOPHBIX
00513aTeIhCTB B MOMEIIIEHUSX B KOTOPBIX BeeTcs 00paboTka HHPOpMAIIMU OTPaHNYEHHOTO TOCTyTa
MH(OPMaIIMOHHON CUCTEMbI, BO3MOXXHO TOJbKO B compoBoxiaeHuu padotHuka ['BJIOY nerckuii
can Ne22, nomymieHHOro 10 00paboTKu Takol WH(OpMAaIIHH.

PazmMerienue TeXHHUECKUX CpelCcTB BbiBoJa MH(popmaruu B nomemmeHusx I'B/A0Y nerckuii
cag Ne22 mnpou3BOIUTCA € YYETOM MCKIIOUEHHMS BO3MOXKHOCTH BHU3Y&JIBHOI'O IIPOCMOTpA
nH(popMaIuu MOCTOPOHHUMHU JHUIIAMH U paOOTHHKaMHU, HE JOMYIIEHHBIM K paboTe ¢ JaHHOU
uHpopmanuei.

TexHuueckue cpecTBa JOMKHBI PA3MEIIATHCS U XPAHUTHCS TAKUM 00pa30M, 4TOOBI COKPATUTD
BO3MOXHBIM PUCK OBPEXKIEHUS U YTPO3bl HECAHKIIMOHUPOBAHHOT'O JOCTYIIA.

Texnuveckoe 00c/y;KuBaHue 000py10BaHUS

Texuunueckue cpeactsa ['bJIOY nerckuit cag No22 momKHBI TPOXOAUTH HA PETYIISIPHON OCHOBE
CepBHUCHOE 00CIYKHBAaHHE B COOTBETCTBUU C PEKOMEHAALMSIMU TPOU3BOAUTENIEH 000PYIOBAHMUS.



PemoHT u cepBuCHOE OOCITY)XHBaHHE OOOPYIOBAaHHUS JODKHBI BBIOJHITHCS TOJIBKO
KBaJIU(PUIIMPOBAHHBIMU CIICIIHATUCTAMH.

Texuudeckoe oOCIyXuBaHHE OOOPYHAOBAHHUS CTOPOHHHMH OpraHU3AlUSIMH HE JOJDKHO
MIPUBOANTH K PUCKY HAPYIIICHUS KOH(DHUICHIIMAIIBHOCTH 3allIMIaeMoi nH(opmauu.

B3anmoneiictBue ¢ TpeTbUMH JIUIIAMUA

B memsix obecneuenus mHpopmarmonHoit 6ezonacHoct I'BJIOY merckuii cam Ne22 mpum
B3aUMOACHCTBUM
C TPETHUMH JIMIIAMHU JTOJKHO BBIMOJHATE CIAEAYIONIME MEPOIIPUSITHS MO:

3aKJIIOUEHHUI0 COTJIAIIeHHs] O HepasrjameHnd HWHQOpMAalUd OrpaHUMYEHHOrO JOCTYIa,
TOJIYYEHHOU B XOJI€ UCTIOJTHEHUS JOTOBOPHBIX 0053aTEIHCTB;

OCYIIECTBJICHUIO KOHTPOJA 3a JEHCTBUAMM MPEICTABUTENICH KOHTPAreHTOB B TIpeienax
koHTponupyemoid 3086l [ BIOY nerckuit cag No22.

YnpanJ/ieHue ;KU3HEHHBIM IIUKJI0M HH(OPMALMOHHBIX CUCTEM

Mepornpusatusi B mpoliecce >XKH3HeHHOro 1nukia nHpopmarmonHeix cucteM ['BJIOY merckuit
can Ne22 nomxHbI OBITH HAPaBIEHBI HA OOECTIEYeHUE 3alUTh HH(GOPMAIIMK TP BBOJE B ICHCTBHE,
SKCIUTyaTaliu, COMPOBOXKICHUU U MOICPHU3AINH, BBIBOJIA U3 SKCILTyaTal|H.

OcHoBaHueM TMpu pa3padOTKe HWH(POPMAIMOHHBIX CHUCTEM JIOJDKHBI SIBJIATHCS PEIICHHS
NpUHATBIE Ha cTaaud (HOpMUPOBAaHUS TpPeOOBaHMM, colepKaiue TpeOOBaHUS B TOM YHUCIE
0 CHCTEME 3aIUTHl HHPOPMAIUH.

JIro0oe mmanupyemMoe K BHEAPECHUIO M3MEHEHHE HH(POPMAIIMOHHON CHCTEMBI ITPEIBAPUTEIHHO
JNOKHO  OBITh  MPOAHATU3UPOBAHO HAa  COBMECTUMOCTh M OTCYTCTBHE  HapyIICHUU
paboTOCITOCOOHOCTH CHCTEMHBIX KOMITOHEHTOB B TOM YHCJIE CPEACTB 3aIIUThI HH()OPMAIIUH.

PabGorel mo mopepHm3anu HMHGOPMAIMOHHONH CHCTEMBI, B TOM YHCJIE IO YCTaHOBKE
MPOrpaMMHOTr0 obecrieueHust 1 OOHOBJIEHUH, TOJKHBI TPOBOJIUTHCS B HEpabouee BpeMs UIIH BpeMsI
HauMeEHbIIIel pabodeil Harpy3Ku.

[Ipu BBIBOIE ©3 OKCIUTyaTalud WHOOPMAIIMOHHBIX CHCTEM JODKHO 00€CIeurnBaThCs
rapaHTHPOBAHHOE yAaJIeHHEe 00padaThIBAEMON U XpaHUMOK B HUX MH(POPMAIIUU C UCTIOJIb30BAHHEM
CPEICTB TapaHTHPOBAHHOI'O YHHUTOXKEHHUS WH(GOpMAIUU WM TyTeM (U3HUECKOTO YHUUYTOKEHUS
HOCHTeIeH HH(POpMAIIHH.

Bce nponienypsr obecniedeHus 3amuThl nHGOpMaruu, ycranosieHubie B ' BJIOY nerckuii can
No22
B OTHOIICHWH WH(GOPMAIMOHHBIX CHCTEM, JOJDKHBI BBITIONHIATHCS W KOHTPOJIHUPOBATHCS
OTBETCTBEHHBIMH JIMIIAMH 33 OpTraHU3aI|Io padoT Mo 3anuTe HHHOPMAIIHH.

KonTpoJs goctyna k uHGOPMalHOHHBIM CHCTEMAM

Bce paborauku I'B/IOY nmerckmii cam Ne22, nonmymieHHbIE K paboTte ¢ MHPOPMALXOHHBIMH
CUCTEMaMH HECYT MEpPCOHAJIbHYIO OTBETCTBEHHOCTh 3a HAPYLICHHUS YCTAHOBJIEHHOI'O TMOPSIKa
00paboTKu MH(OpMAIIH.

YpoBeHb MOTHOMOUHNH TIOb30BaTelNs B nH(opmanronHoii cucreme ['BJIOY nerckuii cam Ne22
JIOJIKEH OMPEJIENSITHCS B COOTBETCTBUU C €r0 JOKHOCTHBIMHA O0S3aHHOCTSIMH.

Jloctyn nonb3oBaresneit k nHGopmanuonHbiM cucteMam ['BJIOY nerckuit cam Ne22 nomken
KOHTPOJIUPOBATHCS aIMUHUCTPATOPOM HH(POPMAIIMOHHOMU CUCTEMBI.

OcyIecTBIICHHE PETYIISIPHOTO KOHTPOJISI BBITOJIHEHUSI OPTaHU3AIMOHHO-PACTIOPSIIUTEIBHBIX
JOKYMEHTOB, Kacaloluxcs peryiiameHTtanuu nomycka paborHukoB ['BJIOY merckmii cam No22 k
nH(}OpMaIMOHHBIM CHCTEMAM.

Nnentudurkanus u ayreHTupurkanus

Jloctyn monb3oBatenell kK MHGOOPMAIIMOHHBIM CHCTEMaM JO/KEH MPEIOCTaBIATHCS TOJIBKO
MOCTIe YCIENIHOT'0 3aBEPIICHUS UACHTH(PUKAIINY, Ay TCHTH(PUKAIUH.

[Tomydenne moib30BaTEIeM WMEHHM B WH(GOPMAIIMOHHOW CHUCTEME M Iapojsi, KOTOpPHIC
00ecIeunBaroT JOCTYN K HHPOPMAIMOHHON CUCTEME, JOHKHO OCYIIECTBIISTHCS O MPECTABICHUIO
PYKOBOJIUTENSL CTPYKTYPHOI'O NTOAPA3AETICHUS.

YnpasJjieHue 10CTyIIOM

B TI'BAOY nerckuii cam Ne22 nNOMKHO OCYHIECTBISITRCA —YIPaBICHHE JOCTYIIOM K
MH(OPMAIMOHHON CHCTEME IMOCPEJCTBOM peau3alui HeOOXOJUMBIX METOIOB, TUIIOB M TMPABUII



pasrpaHudeHus JOCTyIa mojib3oBaTessiM nHpopmarmornHon cuctembl [ BIOY nerckuit cag No22. B
TOM 4HcJe 00ecledeH 3alUIeHHbIN yAaleHHbIN TOCTYN CYObEKTOB JOCTYIa K 0ObEKTaM J0CTYIa
Yyepes BHEITHUE NHPOPMAIIOHHO-TEIEKOMMYHUKAIIMOHHBIE CETH.

Be3onacHocTh npu padore ¢ HOCUTEJIAMU HH(OPMALHHU

Paborauku I'BAOY nerckmii cam Noe22 momKHBI UCIIONB30BaTh TOIBKO YUTEHHBIC ChEMHBIC
MallMHHBIE HOCHUTENW WH(POPMAIMKA MJIs BBIMOJHEHHUS CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH.
Hcnonp3oBanue cheMHBIX MaIMHHBIX HocuTeneil nudopmanuu B 'BJIOY nerckuit cag Ne22 B nHbIX
LENSAX CTPOrO 3aIPEIIEHO.

CreMHbIC MalIMHHBIE HOCUTENX NH(GOPMAIUHU JTOJDKHBI XPAHUTCS B ONleYaThIBaeMbIX mIKadax,
B [TIOMEIEHUSIX B KOTOPBIX IIPeIycMOTpeHa 00paboTka HHPOpMAIMU OrPaHUYEHHOT O 10CTYIIA.

B cnydae kpaku WM MOTEPU ChEMHOI'O MAIIMHHOTO HOCUTENs MH(GOpMAINH, a TaKKe WHBIX
WHIIMJCHTOB, KOTOPbIE MOTYT TIPUBECTH K HAPYIICHHIO CBOWCTB HMH(OPMAIMH OrPAHUYEHHOTO
JOCTYNA, JOHKHBI TPOBOAUTHCSI MEPOIIPUSATHS 110 PACCIEAOBAHUIO TAKMX WHIIMICHTOB.

[Ipu BBIBOZIE M3 DKCIUTyaTallMd ChEMHOI'O0 MAIIMHHOTO HOCUTENS MH(OpManuu, Bce JaHHBIE,
XpaHsIecs: Ha HeM, JOJDKHBI ObITh YIaJIeHbl OMpEISICeHHON KOMUCCHEH H3 uncia pabOTHUKOB,
CPEJICTBOM rapaHTUPOBAHHOI'O YHUUTOXKEHUS HH(OpMAIIIH.

@®akT YHUUTOXKEHUA HH(GOpPMAIMM Ha CBHEMHOM MAIIMHHOM HOCHTeNle UH(pOopMaIun
¢ukcupyercs B akTe 00 YHUYTOKEHMM HHPOPMAIMH CO CHEMHOTO MAIIMHHOTO HOCHUTENs
UHPOpPMaIUH.

Perucrpauust coobITHI

B I'BJIOY nerckuii can Ne22 nomkHa OCYHIECTBISITHCS PETUCTPALIUU COOBITHI 0€30MacHOCTH
Ha BceX KommoHeHTax uH(popmannoHHbIX cucteM ['BJIOY nerckmit cam Ne22, B KOTOpBIX
oOpalaTeIBaeTcs 3aluIaeMas nHhopManus.

AHTHBHPYCHAS 3alIUTA

B nensx oOHapykeHUs U ycTpaHeHHs BpeJoHOCHBIX mporpamm B ['BJIOY nerckuii cam Ne22
JIOJKHBI KCTIOIB30BAThCSI CPE/ICTBA AaHTUBUPYCHOM 3aIIMTHI HH(OpPMAITIH.

OO0s13aTeIbHOMY KOHTPOJIIO CPEICTBOM AaHTUBUPYCHOM 3allUThl HH(OpMaLUU TOTKHA
nojuiexarb Jro6as uHpopMmanus (TeKCTOBble (ailinbl 0O0BIX ¢GopmaroB, (aiabl JAaHHBIX,
ucroyHsemble (aiiel), Tojlydaemass M IepefaBaeMas IO JIOKAIbHOW BBIYMCIUTEIBHON CETH
B TOM 4HCJE U CeTSIM OOIIEro MOJIb30BaHMs, a Takke HHopMaIus, XpaHuMas Ha ChEMHBIX
MAaIIMHHBIX HOCUTETSIX HH(OpMAIIHH.

[Ipu ycTanoBKe MporpaMMHOT0 0OECIIEYSHHS UJIM €T0 OOHOBJICHUSI HA CEBEPHOE 000pYI0BaHUE
JIOJI’KHA AaBTOMATHUYECKH BBINNOIHATBCS MPEIBAPUTEIbHAS NPOBEPKA JIAHHOI'O IIPOrPAMMHOIO
o0ecrieueHus: Ha OTCYTCTBUE BPEJOHOCHOTO TPOrPaMMHOT0 00ECTICUeHUSI.

OOHoBneHne 0a3 cUTHATyp AJIsl CPEACTBA AHTUBHUPYCHOHM 3aIlUTHl MH(POPMAIUU JOJKHBI
OOHOBIIATEHCS €KETHEBHO.

[Tonb3oBaTenn oe3 npas aJMUHHKCTpaTOpa nH(}OpPMAaLIOHHOM CUCTEMBI
I'BAOY nerckuii cax Ne22 He TOMHKHBI UMETh BO3MOXKHOCTH TTOJIYYEHHUS JTOCTyIa K KOHPHUTypaIrun
AHTUBHPYCHOT'O CPEJICTBA 3aIUTHI HJIA €T0 OTKIFOUCHHS.

KoHTpo/1b 3a1MIIIEHHOCTH IePCOHAIBHBIX JAHHBIX

B memsix MCKIIOYEHHUs HKCIUTyaTallMd YS3BUMOCTEH MPOrpaMMHOTO O0ECIeYeHHs JOJKHBI
MPOBOJUTCA palOThl 1O BBIABJICHHUIO, aHAIU3y YI3BUMOCTEH WH()POPMAIMOHHOW CHCTEMBI
Y OIIEpaTUBHOE YCTPAaHEHUE BHOBD BBISIBIICHHBIX YSI3BUMOCTEN. B TOM uncie opraHu3anus KOHTPOJIS
YCTaHOBKU OOHOBJICHHSI IIPOTPAMMHOT0 00ECTICUCHUS BKJIFOYAst CPECTB 3alIUThl HH(OpMAIIUH.

Hcnoan3oBanue NnporpaMMHOro odecneyeHust

Br160op nporpamMmmHoOro odecrieueHus 1js mpou3BoacTBeHHBIX HY X1 [ BJIOY nerckuii cam Ne2?2
JIOJIKEH TPOU3BOAMUTHLCS B MPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOro B Eaunblii peecTp
POCCHICKUX TIPOrpaMM JIJIsi AJIEKTPOHHBIX BBIUMCIUTENBHBIX MAIIMH W 0a3 JaHHBIX. B cioydae
OTCYTCTBHUS aHajora B EqtuHoM peectpe pocCUMCKUX MPOrpamMM sl 3JIEKTPOHHBIX BBIYUCIUTEIbHBIX
MalIuH
1 6a3 JaHHBIX JOIMYCKaeTCs UCIOJIB30BATh MPOrPAMMHOI0 00€CTIeYeHHE UMITOPTHOT'O TTPOU3BO/ICTBA.

Hcnonb30BaHue cpeacTB KPUNTOrpaduueckoil 3amuTbl HHGOpManuu



Obecrieyenue 3auUThl HHOOPMALMK OFPAHUYEHHOIO JIOCTYIA OT PACKPBITHS, MOAU(PHUKAIIUU
Y HaBs3bIBaHMs (BBOJA JIOKHOM WH(poOpManuu) mpu ee meperade (TMOArOTOBKE K Iepenaue)
M0 KaHallaM CBSI3M, MMEIOIIMM BBIXOJ 3a MPEIeNbl KOHTPOIUPYEMOH 30HBI, 00eCrednBacTCS
MIPUMEHEHHEM CPEJICTB KPUNTOrpadUIeCKOM 3aIuThl HHPOpPMAIIAH.

[Ipuobperenue cpenacts kpunrtorpadudeckor 3amuTel nHGopMmanuu ['BJIOY nerckuii can
Ne22 ocymecTBisieTcs Ha OCHOBAaHMM JOTOBOPOB M KOHTPAKTOB C JIMIAMHU HMMEIOUUMU
neictBytonryro JguneHsnio Chb Poccun Ha ocymiecTBieHHE ACSITEIBHOCTH IO pa3paboTKe,
MIPOU3BOJICTBY, pacipoCTpaHEHHUIO 1 poBaTHHBIX (xpunrorpapuvecKux) CpEeICTB,
UH(OPMAITMOHHBIX CUCTEM
U TEJICKOMMYHUKAIMOHHBIX CHUCTEM, 3allUIICHHBIX C HCIOJb30BaHUEM MU (PPOBATHLHBIX
(kpunTorpadyecKnx) CPeACTB, BBIITOJHEHHIO padOT, OKa3aHUIO YCIYyr B 00JlacTH IU(poOBaHUS
nH(POPMALIUY, TEXHUYECKOMY OOCIY>KHUBAHHIO IIH(PPOBATIBHBIX (KpUNTOrpapuuecKux) CpeaCTB,
MH()OPMAITMOHHBIX CHCTEM U TEJICKOMMYHUKAIMOHHBIX CHUCTEM, 3AIUIICHHBIX C HCIIOJIb30BAHUEM
U QPOBATBHBIX (KpUNTOTPAPUIECKUX) CPEACTB (32 HCKIIOUEHHUEM CiIy4as, €CIId TEXHHYECKOe
oOcimyxuBaHUE MHU(POBATBHBIX (KpPUNTOrpapUUecKuX) CpeACTB, HH(DOPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHKAI[MOHHBIX CHCTEM, 3allUIICHHBIX C HCIOJIb30BaHUEM IIU()POBATHHBIX
(kpunTorpadi4eCKUX) CpPEIACTB, OCYIIECTBISICTCS M 00OecreueHuss COOCTBEHHBIX HYXKI
IOPUMYECKOTO0 JIUIA WK WHAUBUAYAIBHOTO IPEANTPUHIMATETIS ).

B mensx opranuszanuu W OOCECIICUEHUH Teperayd HWHPOPMAIMH 110 KaHalaM CBSI3U
C HCIIOJIb30BAHUEM CPEJICTB KpuUNTOorpaduyeckord 3amuThl MHGOPMAIMU, a TaKKE BBIITOJHEHUS
nuneH3uoHHbIX TpedoBanuit ®Ch Poccuu B 'B/IOY netrckuit cang Ne22 nomkeH ObITh CO3/1aH OpraH
KpUNTOrpadgpuyeckoi 3aiuThl.

[Topranbublie pemenust 'BJIOY netrckuii can Ne22 ¢ BO3MOXKHOCTBIO 1OCTyINa C ceTell 00I1ero
MOJIb30BaHUsl JODKHBI B MPHUOPUTETE pa3pabaThiBaThCsl C OpraHM3allell 3alUIIeHHOTO KaHaia
nocpencTBoM nporokona TLS ¢ moxnepxxoit anropurmos 'OCT 34.10.

Hcnosb3oBanue 3JIEKTPOHHOI MOYTHI

DJIEKTpOHHAsi mouTa JoJbkHa wucnoib3oBatbesi B I'BJIOY nerckuit cam Ne22 ¢ uenbro
OpraHu3anui OOMEHa JJIEKTPOHHBIMH COOOIICHUSMU MEXKAY paOOTHUKaMU U CyOBbeKTaMu
MH(POPMALMOHHOM 0e30MaCHOCTH.

[Ipu ucnonb30BaHNUU ANMEKTPOHHOM MOYTHI 3aIPEIASTCs |

oOMeH uH(popManueit A CyeOHOro Mmojb30BaHusl, a TaKke HHPOpMaLUell OrpaHMYEHHOT O
JIOCTYTIa;

MIPEIOCTaBIEHUE JIOCTyNA K 3JIEKTPOHHOM MOUYTE C UCIIOIb30BaHMUEM JIaHHBIX CBOEH ydeTHOM
3aMKCy TPETHUM JIHIIAM;

MyONHMKAIUST CBOETO CIIYKEOHOTO ajpeca AJICKTPOHHOW IMOYTHI B AJIEKTPOHHBIX KaTajuorax,
Ha IMOMCKOBBIX MAIIMHAX U APYTUX pecypcax ceTu HTepHET B LIeNsX, He CBA3AHHbBIX C HCIIOTHEHUEM
CBOMX JIOJDKHOCTHBIX 00SI3aHHOCTEH;

MOJMKCKA IO JIEKTPOHHOW MOYTE Ha Pa3IMYHbIE PEKIIAMHBIE MaTE€pPUaIbl, JIUCTHI PACCHUIKH,
9JIEKTPOHHBIE KYpHAJdbl W T.A., HE CBSI3aHHBIC C BBITIOJIHEHHEM TIOJH30BATENIEM JIOKHOCTHBIX
00s13aHHOCTEM;

OTKpBITHE (3aIlyCK Ha BHIMOJTHEHHE) (aiiioB, MONYYEHHBIX I10 DJIGKTPOHHOW IOYTE
WM U3 pecypcoB ceru HHTepHer, 0€3 mNpenBapuUTENbHON TMPOBEPKH UX AHTHUBUPYCHBIM
MIPOrPaMMHBIM 00€CTIEYEHUEM.

Pabora B ceTsix 0011€r0 NoJiL30BaHNUs

I'BAOY nmerckwuii cag Ne22 ocrasisier 3a co00ii TpaBo OJIOKMPOBATH WIIH OTPAaHUYMBATH JTOCTYII
paboTHMKaM K CETAM CBS3M OOIIEro Mojib30BaHHUS, B TOM 4YHcie ceTu MHTepHeT, copepikaHue
KOTOPBIX HE HWMEET OTHOIICHHUS K WCHOTHEHHWIO IOJKHOCTHBIX OOS3aHHOCTEH, a TaKke K
WH)OPMAITMOHHBIM ~ pecypcaM, COJACpP)KAaHWE W HANPABICHHOCTh  KOTOPBIX  3alpelICHBI
3aKoHOJaTeILCTBOM Poccuiickoit denepanumu.

Nudopmarus o mocermaempix paboraukamu ['BAOY nerckuit cag Ne22 unH(pOpMamoHHBIX
PECYPCOB TPOTOKOIIMPYETCS JUIS MOCIICIYIONIET0 aHaanu3a W, IPH HEOOXOIUMOCTH, MOXET OBITh
MpeJICTaBIeHa PYKOBOAMUTENSIM CTPYKTYPHBIX MOJpa3jieiieHuil, a Takxe pykooauteno ['BIOY
nerckuit cag Ne2?2 nyist KOHTPOJIS.



[Ipu ucnonb3oBanuu cetu UHTEPHET 3anpeiieHo:

ucnonb3oBaTh npenocraBieHHbli ['BJIOY nerckuii cag Ne22 nmoctyn B cethb MHTepHeT B
JUYHBIX ESIX;

WCIIOJIB30BaTh HECAHKIIMOHUPOBAHHBIE TPOrPaMMHBIE W MPOTrPaMMHO-ANIapaTHbIC CPEICTBA,
MO3BOJISIFOLIME TTOJTYYUTh HECAHKIIMOHUPOBAHHBIHN 10CTYyN K ceTH IHTepHeT;

MyOIMKOBaTh, 3arpykaTb M PACIpPOCTPAHATh MATEPUANIBI, COJEPKaIINe HEIOCTOBEPHYIO
undopmarnuto o 'BAOY nerckuit cag No22, a taxke danpcudunupoBaTs cBoil [P-anpec.

Pe3epBHOE KONIMpPOBaHME U BOCCTAHOBJICHHE JAHHBIX

Ocy1iecTBiIeHHE PE3EPBHOI0 KOMMUPOBAHUS JOHKHO OCYIIECTBIISITHCS JIJIS:

nHpopMaruu, oOpabaTbiBaeMOii Ha (aillIoBOM cepBepe U cepBepe MPUIOKCHHIA,
WH(POPMAITMOHHOU CHUCTEMBI;

pabounx MecT aAMUHUCTPATOPOB HHPOPMAITUOHHON CUCTEMBI.

Yactota ¥ pexXuM pPE3EpPBHOTO KOMUPOBAHMS YCTAHABIMBAIOTCA TaKUM OOpa3oM, 4YTOOBI
o0ecrneunTs MUHUMAIIbHYIO TTOTEPIO IaHHBIX U ONepaTUBHOE BOCCTAHOBJICHHE.

HacTtpoiika pe3epBHOro KOMUPOBaHUS H BOCCTAHOBJICHUS PECYPCOB HH(POPMAIIMOHHBIX CHCTEM
I'BAOY nerckuii cag Ne22 nomxHbI IPOBOAUTH yrionHoMoueHHbIe paboTHuku I'BJIOY nerckuii can
Ne22.

PesepBHOE  KOMMpOBaHHME JIOJDKHO  OCYHIECTBIISITbCS B~ aBTOMATUYECKOM  PEXHUME
C NPUMEHEHHUEM OTEUECTBEHHOr'O CIECIHAIIM3UPOBAHHOTO CPEJICTBA PE3EPBHOIO KOMHPOBAHUS
C JCUCTBYIONIUM CEPTU(HUKATOM COOTBETCTBHS IO TpeOOBaHMSIM Oe30macHOCTH HWHOOpMAaIuu
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUSI K IPOECCAM YIIPABJIEHUA
NH®OPMALIMOHHOMU BE3OITACHOCTBIO

MoHuTOpUHT HHPOPMALMOHHOM 0€301ACHOCTH

Ha mocTosiHHOI OCHOBE NTOKEH NMPOBOAMUTHCS KOMIUIEKCHBIA aHanu3 (DYHKIMOHUPOBAHMS
naopmarmonnon cucremsl [BAOY perckuit cam Ne22 w©  BO3HHMKAIOMIUX  COOBITHUMA
nHpOpMaITMOHHON 0€30MaCHOCTH.

IIporiecc MOHUTOpHMHTa cHCTEMBI oOecrieuyeHHs MH(OpMaMOHHON 0e30MacHOCTU JOJKEH
BKJIIOYATh B c€0s KOHTPOJIb OPraHMU3allMOHHBIX M TEXHUUYECKUX MEp 110 3aIIUTe UHPOpMAaLUK, aHATIU3
napamMeTpoB KOH(QUrypaluy U HACTPOUKH CPEJICTB 3aIUThl HHPOPMAIIH.

IIpy mpoBeneHUM KOHTPOJIBHBIX MEPOIPUATHM, CBA3AHHBIX C OLEHKOW pealu3aluu Mep
no 3amute wHGopMaruu B I'BJIOY nerckuii cam No22, yrmomHOMOUYEHHBIE PAOOTHUKHU JOJKHBI
MPUAEPKUBATHCS CIEAYIOIIMX IPUHIIUIIOB:

He HapymaTh pyHKImoHupoBanue aesrensHoctu ['BJI0OY merckuii cag Ne22;

JEMCTBOBAaTh B COOTBETCTBUU C YTBEP)KJIECHHBIMU OpraHU3allMOHHO-PACIIOPSAUTEIbHBIMU
nokymeHTamu ['BJIOY nerckuii cag No22 mo 3amurte uHpoOpMaIuu;

HE CKpBIBATh (PaKThl BBIABICHHBIX COOBITHI HH(OPMAIIMOHHOMN 6€30M1aCHOCTH;

0(hOpMIISITH OTYETHI, TOATBEPIKIAIOIINE BHITOTHEHHE MEPONIPUATHIA 1O 3alUTe HHPOPMALIUH.

Nudopmanus, mnonydeHHas B XOJA€ TPOBEACHUS KOHTPOJIHMPYIOIIUX  MEPOIPHUSITHIMA
0 JeHCTBUAX, COOBITHSX W IMapaMeTpax, UMEIOLIMX OTHOIIEHHE K pealu3alid Mep IO 3aluTe
UH(OPMAIUH, JOKHA KOHCOIUAMPOBATHCS M XPAHUTHCS B MECTaX, MCKIIOUYAIOMIMX MOJTyYeHHE
K HEH HECAaHKIIUOHUPOBAHHOI'O JOCTYIIA.

MOHUTOPUHT JTaHHBIX O 3apErUCTPUPOBAHHBIX COOBITUAX HMH(OPMALMOHHOM 0€30macHOCTH
JIOJKEH MPOBOJUTHCS, 110 BO3MOXKHOCTH, C MCIIOJIb30BAHUEM CHCTEMbl MOHUTOPUHIA MHLIUJEHTOB
nH(}OpMaIMOHHON 0€30MacCHOCTH WJIM BCTPOEHHBIX MEXaHM3MOB HACTPOMKU W ayAuTa COOBITUI
B NPOrpPaMMHBIX M IPOrPaMMHO-AMIapaTHBIX CPEJICTBaX, HUCHOIb3YEMBbIX B HH(OpMAIMOHHOMN
unopactpykrype 'BJIOY nerckwuii cam No22.

YnpasJjieHue pucKkaMmu

OmnpeneneHne BHYTPEHHMX TpeOOBAaHUIN IO 3aliuTe MHPOPMAILUH, AOJKHBI OCHOBBIBATHCS
Ha pe3ylbTaTax IPOBEJACHHS aHAIMW3a PHCKOB HApYIIEHUS OCHOBHBIX CBOMCTB 0€30MacHOCTH
it uHGopManroHHbIX pecypcoB I'BJIOY nerckwmii cam Ne22.



OCHOBOI1 OIIEHKH PUCKOB JIOJKHA OBITh OIIEHKAa YCIOBHI U (paKTOPOB, KOTOPHIE MOT'YT CTaTh
MPUYMHON HAPYIIEHUS 1IETTOCTHOCTH, KOH(UICHIIMATBHOCTH U JOCTYITHOCTH U1 MH(GOPMAIIHOHHBIX
pecypcoB I'BJIOY nerckuii cag No22.

Pesynbrarom mpoBeneHMs aHaIM3a PUCKOB JIOJKEH OBITh pa3pabOTaHHBIM KOMILIEKC Mep,
HaIlpaBJIEHHBIX HAa CHUKEHHWE BO3MOYKHOI'O HETaTUBHOI'O BIIMSIHUSL HA OCHOBHYIO JESTEIbHOCTH
I'BAOY nerckuii cag Ne22 mpu peanuzaniiil TOW WIIM MHOW yrpo3bl O€30MaCHOCTH MH(POPMAIIUU H
00€eCreunBaOIIMX B JaJbHEHUIIEM JOCTaTOYHBIA YPOBEHb 3alUIIEHHOCTH HH()OPMALMOHHBIX
cucteM 'BAOY nerckuii cag Ne22.

YnpasieHue HHIHMICHTAMH HHGOPMALIMOHHOI 6€3011aCHOCTH

Jlist obecnieuenust 3(h(HEeKTHBHOTO pa3penieHUs] MHITUICHTOB HH(POPMAIIMOHHOW 0€30ITacHOCTH
B I'BAOY nerckuii cam No22, MUHMMU3AIMU MOTEPh M YMEHBIICHHS PUCKAa BO3HUKHOBEHUS
MOBTOPHBIX MHIUICHTOB JODKHO OCYILECTBIIATHCS YIpaBJIEHUE MHIMICHTAMH HH()OPMAIIMOHHON
0€30I1aCHOCTH.

Jlns ynpaBineHUsT MHUOUACHTaMH WHGOPMAalMOHHOW O€30MacHOCTH JOJKHA OBITH cO37aHa
ciy’k6a MOHUTOPHHTA U PEarMpoBaHUsl HA MHUUACHTH MHPOPMAIMOHHON 0€30IacHOCTH, KOTOpast
MIOCPEJICTBOM KOMILJIEKCa CPEACTB M MEpONpUsATH aius cOopa M KOHCOMUIANMM HH(opMmanuu
00 MHUMJEHTAX pelIaeT JaHHYI 3aJady. B OTHOIIEHHWH KaXAO0ro MpPOM3OMIEAIIEr0 MHIUIACHTA
paboTHUKAMH M3 CIYKObl MOHHUTOPUMHIA M pearupoBaHHsl Ha HWHIMJCHTHl HH(POPMAIIMOHHON
0€30IacHOCTH JOJDKEH BBIMOJHATHCS €0 aHalu3, U pa3paboTka 3((EKTUBHBIX MEP pPearupoBaHUs
Ha JaHHBIA HHIUJICHT.

Ayaut cucrembl o0ecriedyeHnst HHGOPMAIMOHHOM 0€30I1ACHOCTH

B nensix omenku Tekyiero ypoBHst mH(popmarmonHoi 6e3onacHocti ['BJIOY nerckuit can
Ne22 na perynapHoil OCHOBE JOKEH MPOBOAUTHCS ayAUT MH(OpPMALOHHON 0€3011aCHOCTH.

BuyTpenHnue aynuThl JAOKHBI BHIMONHATHCA paboTHukamu ['BJIOY nerckuit cag Ne22. B
YHCII0 33J1a4, PEeLIaeMbIX MIPU MPOBEICHUN BHYTPEHHHUX ayIUTOB MH(OPMAIIMOHHON 06€30MacHOCTH,
BXOJIAT:

cOOp W aHanmM3 UCXOAHBIX JAHHBIX 00 OpPraHU3alMOHHON M (DYHKUIHMOHAIBLHOW CTPYKTYpE
MH(POPMALMOHHBIX CHCTEM, HEOOXOAUMBIX JIJIsl OLIEHKH COCTOSIHUS CUCTEMBI 3alUThI HH(OpMAIIUH;

aHaJIM3 YTBEPXKICHHBIX OPraHU3aLMOHHO-PACIOPSIIUTENbHBIX JOKYMEHTOB IO 3alUTe
uH(bOpMAIMHU Ha MPEeIMET UX MOTHOTHI U 3(PPEKTUBHOCTHU, a Takke POPMUPOBAHUE PEKOMEH AU
1o X J0paboTKe WK pa3pabOTKH HOBBIX;

obocHoBaHWe (MHAHCOBOW d()()EKTUBHOCTH BHOBH IPHOOPETAEMBIX CPEACTB 3aIUTHI
nH(pOpMAITUH;

IIPOBEPKa MPaBUJILHOCTH BBIOOpa M HACTPOMKHU CPECTB 3aILUThI HH(pOopMaLuu, GOpMUpPOBaHKE
NPEIIOKEHUI MO MCIONb30BAaHUIO MMEIOIIUXCS CPEJICTB 3AIIUTHl MH(POPMAIIUU /ISl TIOBBIIICHUS
YPOBHsI HAIEKHOCTH U O6e30macHocTH nHpopMannoHHbIX cucteM ['BJIOY merckwmit cam Ne22;

aHaJIM3 OTYETOB [0 TNPOM3OLIENIIMM HHLIUJCHTaM HWH(POPMALMOHHOM 0e30macHOCTH
Y IIPUHATHIM MEpaM I10 UX pa3pelIeHHUIO.

IMoBbIlIEHNE 0CBETOMJIEHHOCTH PA0OTHUKOB

B pamkax opraHmzanuy KOMIUIEKCHOTO TMPOTHBOJCHCTBHS yrpo3aM O€30MacHOCTH
uHpopmanuu, ucxomammm or pabotHukoB ['BJIOY nmerckumit cam Ne22 nomkHa TOCTOSHHO
MOBBILIATHCS
UX OCBEIOMJICHHOCTH B O0JIACTH 3alIUTHI HHPOPMAIIUH.

[ToBwimenue ocBegoMiaeHHOCTH padoTHUKOB ['BJIOY netckuit can Ne22 ocymiecTBisiercs:

no cymectBytomuM B ['BJIOY nerckuit cam Ne22 opraHu3anmoOHHO-pacoOpsAUTENbHBIM
JIOKyMEHTaM,

o npumensieMbiM B ' BJIOY netckuii cag No22 mepam 3aiiuThl HHGOPMAIIIH,

10 IPAaBUIIBHOMY HCITOJI30BaHHUIO CPEJICTB 3AIIUTHI HH(POPMAIIUH.

7 3AKJIIOYEHHUE

[Ipu wm3MeHeHMH JAEHCTBYIOIEro 3aKoHojaaTenbcTBa Poccuiickoit ®exepauuu B obiactu
3aIUTHl HHPOPMAIIUHU, a TAKXKE OPTaHU3aAIMOHHO-pacopsAuTeNbHbIX JokyMeHToB ['BJIOY nerckuit
can Ne22 nacrosimas [lonuTrka U U3MEHEHUsI K HEH MPUMEHSAIOTCA B YacTH, HE MPOTUBOpEYaIleH



BHOBb NPUHATHIM 3aKOHOJATEJIbHBIM W HHBIM HOPMAaTHBHBIM aKTaM, a TaKXe BHYTPEHHUM
nokymenTaMm ' BJIOY nerckuii cag No22.

Bce T1peOoBaHus, YCTaHOBIEHHBIC JEHCTBYIOIIMM 3aKOHOJATENILCTBOM  Poccuiickoit
®denepanuu, MOJ3aKOHHBIME aKTaMH M JIOTOBOPHBIMH OTHOIICHHSMH, a Takxke noaxon ['BJIOY
NETCKUN cax No22
K 00€CIeYeHUI0 COOTBETCTBHS 3TUM TPEOOBAHMSIM JIOJMKHBI OBITH SIBHBIM 0Opa3oM OINpeEIeTeHBI,
JIOKYMEHTHUPOBAHBI ¥ TIOJIJIEPKUBATHCA B AKTYAJIbHOM COCTOSIHUU.

I'BIOY nerckuii cax Ne22 B mprOPUTETHOM HaIPaBJICHUU JOJKEH PAaCCMaTPUBATHCA MEPEXO/T
a IpPOrpaMMHOr0 0OeCTieueHrne OTEUYEeCTBEHHOTO MPOU3BOIUTENSI, BKIFOUEHHOTO B €IUHBIA PEECTp
POCCHICKUX TIPOrpamMM JUIsl SJIEKTPOHHBIX BBIYMCIUTEIBHBIX MalluH U 0a3 JaHHBIX. B ToMm uuncne
M0 YacTU CEPBEPHOr0, KOMMYTAIIMOHHOIO O0OpYAOBaHUS M IMPOrpPaMMHO-aNMapaTHBIX CPEJCTB,
BKJIFOYEHHBIX B EUHBIN peecTp pOCCUICKON PaguO3JIEKTPOHHON NIPOAYKIIUH.

IlepecmMoTp W BHECEHME M3MEHEHHW B HACTOAIYHO [lOMUTHKY OCYIIECTBIISIIOTCS
Ha [EpUOJIMYECKON U BHEINIAHOBOM OCHOBE.
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